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Abstract
Fine-tuning provides a fast and cheap way to produce new
text-to-image models that are often indistinguishable from
ones trained from scratch. Unfortunately, misrepresentation
of fine-tuned models creates problems for AI companies and
users alike, by disincentivizing competition and misleading
users on model quality and ethics of its training process.

In this paper, we propose a model provenance system that
identifies models produced by fine-tuning on existing base
text-to-image models, using only black-box query access to
the models. Our design is informed by analysis showing that
one can quantify the feature space difference between text-
to-image models by analyzing their responses to detailed
prompts. Given a target model, our system analyzes its output,
extracts visual features using a generic feature extractor, and
compares the distribution against those derived from a pool
of base models using Jensen-Shannon divergence. We then
apply statistical hypothesis testing to determine if the target
model is trained from scratch or fine-tuned, and if the latter,
the likely base (parent) model. We evaluate our system across
seven popular diffusion models and numerous fine-tuned vari-
ants. Our results show high accuracy in attributing model
lineage, even under adversarial conditions such as image post-
processing or weight perturbations. Finally, we demonstrate
real-world efficacy of our system by tracing provenance of
in-the-wild models from popular online platforms.

1 Introduction

In the field of text-to-image generative models, the lack of
transparency is frustrating users and hindering fair competi-
tion. As AI companies continue to unveil new models, little is
known about how they are trained and what they are trained
on. Exacerbating the issue is the popularization of model
fine-tuning, where model “variants” can be created from exist-
ing base models in a process that is much faster and cheaper
than training from scratch [58, 76, 92]. Model fine-tuning
is now widely used by both AI companies [7, 77, 78] and
academics [47, 48, 75] alike.

Models created by fine-tuning base models are often in-
distinguishable from base models trained from scratch, and
can be advertised as “new” base models. This creates two
problems for model trainers and users. First, anyone can fine-
tune an existing model and release it as their own “advanced”
proprietary model. This is easy given the accessibility of sev-
eral mature open-source models today. Not only does this
confuse users, but it disincentivizes other groups from invest-
ing the time and effort to develop and train better models
from scratch. Second, given legal and ethical challenges fac-
ing models trained on copyrighted content without consent,
some new models actively market themselves as “trained from
scratch on ethically sourced data” [10, 53, 81, 87]. It is cheap
and easy to market a fine-tuned model this way. Indeed, com-
munity observations and behavioral similarities suggest this
is the case for some of these “ethical” models [9, 30, 55, 86].

To address these challenges, the critical question we must
answer is how to determine if a given generative model was
fine-tuned from a known base model, or trained independently
from scratch. Since most deployed models expose only an API
or query interface, with no access to weights or training data,
a realistic solution must abide by a challenging constraint:
query-only (black-box) access to the model in question. Ex-
isting solutions fall short: watermarks [20, 31, 91] require
modifying the original model during training, impractical for
already released models; classifier-based distance compar-
isons [41] are designed for image classification and fail to
capture the high-dimensional, stochastic behaviors unique to
generative diffusion models.

In this work, we propose the first black-box provenance
identification system for text-to-image diffusion models (see
Figure 1). Our approach is driven by an analytical observation:
fine-tuned models retain much of the feature space properties
of their parent model, which can be extracted using detailed,
generic prompts. While fine-tuning adapts model weights to
new data, it often preserves deeper structural relationships
learned during initial training. These residual signals can be
probed via generic prompts, extracted and compared. At a
high level, our system sends a curated set of detailed, generic
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Figure 1: A model trainer fine-tunes a base model and falsely
claims ownership. A model provenance system can correctly
detect and attribute the model to its original base model.

prompts to the target model, extracts multi-scale features from
its image outputs using a visual embedding pipeline, and con-
structs a high-dimensional distribution of these embeddings.
We then compute a mathematical distance (Jensen-Shannon
divergence) between this distribution and those generated us-
ing the same prompts from a library of known base models.
Because fine-tuning has a limited ability to modify the origi-
nal model’s feature space, a fine-tuned model and its parent
will exhibit high similarity under our method.

We summarize our key contributions as follows:

• Black-box provenance algorithm: Our analysis of diffu-
sion models provides the intuition to formalize the prove-
nance problem as comparing prompt-specific output distri-
butions and guides the selection of test prompts. Leverag-
ing this insight, we develop a black-box model provenance
algorithm by measuring and comparing prompt-specific
feature distances of models.

• High accuracy: We evaluate our system across eight open-
source diffusion models and a wide array of fine-tuned
variants. Our method correctly attributes fine-tuned models
to their base models for all cases in our tests, even after
aggressive fine-tuning or architecture modifications.

• Robust to countermeasures: We demonstrate strong ro-
bustness against 3 countermeasures specifically targeting
our system, including model modification via weight-level
noise, inference time prompt manipulation, and image post-
processing via adversarial perturbations.

• Real-world efficacy: We test the efficacy of our system on
6 publicly accessible models with known provenance.

Our work presents a first step towards improving transparency
of training methodology in text-to-image models, from the
perspective of third parties with only black-box access, such
as regulatory agencies. We hope that this will spur additional
work that extends black-box model analysis to broader ques-
tions and modalities.

2 Background and Related Work

2.1 Text-to-Image Models

We briefly discuss training and fine-tuning for some pop-
ular text-to-image models today, including DALLE-3 [4],

Imagen [27], FLUX [8], DeepFloyd [2], Stable Diffusion’s
SD2.1 [80], SD3 [29] and SDXL [65].
Training cost and datasets. State-of-the-art generative
models are extremely costly to train from scratch. For ex-
ample, SD1.5 was reportedly trained on LAION-5B [73],
requiring over 150,000 GPU hours and costing $600,000 [79].
Given the intense competition in diffusion model develop-
ment, companies such as Nvidia [93], StabilityAI [29, 65],
OpenAI [4], and others [18, 34, 50, 84] invested heavily in
curating proprietary training datasets. These efforts often in-
volve expensive data augmentation techniques to improve
data quality, including caption refinement [27] and image fil-
tering [2,29,80]. Ultimately, most base models do not disclose
the exact details of their training data.
Fine-tuning and commercial models. Users can fine-
tune [39, 70] base models to enhance image quality or op-
timize performance for specific domains [23, 71, 88]. This
approach allows companies to quickly develop customized
models by building on existing base models.
Lack of transparency in model provenance. Developers
often do not disclose whether a model is original or fine-tuned,
and even misrepresent fine-tuned models as being “trained
from scratch,” either intentionally to avoid ethical or legal
scrutiny, or unintentionally due to misunderstanding of the
fine-tuning/training process. These claims are hard to ver-
ify, given the common practice of commercial models that
limit users to black-box access via online APIs [12, 24, 26].
While providers often assert that their models are trained from
scratch on ethically sourced data [11, 35, 55, 86], there are
currently no reliable tools to verify these claims.

2.2 Related Work
Comparing Deep Neural Networks (DNNs). Prior work
compares DNN classifiers by identifying unique “fingerprints”
that characterize each classifier’s decision boundaries [13, 17,
19,41,49,54,64,83]. These fingerprints are used to determine
whether a classifier is derived from a parent model [19] or to
measure distance between two classifiers [41].

Most existing works focus on curating either pairs of benign
inputs and adversarial examples [17, 49, 54, 64] or noise-like
adversarial images [19], which are then used as “fingerprint-
ing” inputs to capture and compare model decision bound-
aries. These generally require white-box access to at least
one model in order to generate effective fingerprints. Mod-
elDNA [60] fingerprints a DNN by encoding its training data
and input-output information as a compact representation.
This per-model representation is then used to train a prove-
nance classifier. However, access to training data is generally
infeasible in real-world settings.

Finally, [41] compares DNNs in a black-box setting by
approximating each model’s decision boundary using linear
regression. It trains a regression model to mimic each model’s
prediction on a set of inputs. The resulting weight vectors are



then concatenated to form a signature for each classifier.
Watermarking DNN classifiers. A related approach in-
volves watermarking DNN classifiers during training, allow-
ing the embedded watermark information to be later extracted
for model comparison [83]. However, this method is imprac-
tical for our purposes, as existing watermarking techniques
are not applicable to generative models. More importantly, it
assumes that all generative models are robustly watermarked,
a very strong and often unrealistic assumption.
Provenance of generative models. Comparing and tracing
generative models is fundamentally more challenging than
doing so for DNN classifiers for two key reasons. First, gen-
erative models lack explicit decision boundaries, making it
harder to characterize their behavior in a comparable way.
Second, existing techniques for classifiers rely on determin-
istic outputs for given test inputs, while generative models
produce stochastic outputs.

To identify provenance of generative models, existing
works propose crafting adversarial examples using known
base models and testing them on target models. This has been
applied to both LLMs [37, 42] and diffusion models [38].
However, techniques targeting LLMs have been shown to be
unreliable [94], while those designed for diffusion models can
be circumvented through grammar refinement or lightweight
adversarial training (see §3.2).

Recent work [96] considers the problem of model integrity
verification, i.e. using KL divergence of their outputs to verify
if a model has been modified (via fine-tuning) from the orig-
inal. We adapted this approach to our problem setting, and
find it insufficient (see §3.2).

Finally, watermarks can be applied to generative models
during training [20, 31, 91] or generation time [44]. However,
adapting watermarks to address our problem is impractical,
because it relies on the strong assumption that all base models
are watermarked (similar as discussed above for DNNs).
Data provenance ̸= model provenance. Data provenance
is a rich research problem with extensive history that is related
to our problem in name only. For an excellent summary of
data provenance projects, we refer readers to “The End-to-End
Provenance Project” [28] and other related literature [3, 63].

3 Threat Model and Potential Solutions

In this section, we introduce the threat model underlying our
provenance system, and explore potential solutions and the
challenges they face.

3.1 Threat Model
Malicious Model Trainer. We consider a model trainer,
either an individual or a company, seeking to obscure the
origin of their text-to-image diffusion model Mt . While the
trainer fine-tunes a base diffusion model P to produce Mt ,
they seek to hide the use of P by falsely claiming either Mt

is an independently trained model or fine-tuned from a base
model that is not P, or not providing any information.

We assume the model trainer:
• has white-box access to a high-quality base model P;
• has resources to fine-tune P on new data to create Mt ;
• can control and customize the fine-tuning process, includ-

ing modifying training hyperparameters;
• is aware of potential provenance detection systems and may

actively attempt to evade detection (discussed in §7).
Provenance Investigator. The investigator seeks to deter-
mine whether a model Mt was trained from scratch or derived
from a known base diffusion model via fine-tuning, and if it
is fine-tuned, identify its base model.

We assume the investigator:
• has a diverse pool of known, high-quality base diffusion

models {Mi}M
i=1, each could potentially be the origin of

Mt ; each base model Mi is verified as trained-from-scratch
(discussed in §5); the pool may or may not include P;

• has only black-box query access to Mt and each base
model Mi, and can query these models using text prompts;

• has no internal access to these models’ architecture,
weights, or training data;

• has reasonable computational resources.

Provenance Outcome. The investigator will declare Mt
as “trained from scratch” if Mt is neither the original nor the
fine-tuned versions of any base model from the pool {Mi}M

i=1.
Otherwise, the investigator will label Mt as “fine-tuned” and
output its base model.

3.2 Potential Solutions and Challenges
Our work considers the real-world setting where the inves-
tigator has no privileged access to internals or training data
of any commercial models. This black-box setting rules out
white-box techniques for comparing models, such as compar-
ing model weights [46,90], watermarking [25,57], and model
DNA [60]. Next, we explore potential solutions (based on
existing works) and the challenges they face.
Potential solution 1: fingerprinting generative models us-
ing adversarial prompts. Like existing works on classifiers,
the investigator can fingerprint each base model in the pool
by crafting adversarial examples against it. These are inten-
tionally optimized prompts to mislead the model to produce
unintended images. To perform model provenance, this solu-
tion must ensure that adversarial examples effective against
a base model A will (1) fail to mislead other base models in
the pool (i.e., non-transferable to other base models), but (2)
successfully transfer to models fine-tuned from A.

This solution faces two key challenges. First, crafting black-
box adversarial prompts that does not transfer to other base
models is highly challenging, because they must be deeply
overfitted into the current model. A recent study [38] pro-
poses a genetic algorithm to iteratively query base models



and discovery dedicated adversarial prompts per base model.
We evaluated their findings and found that the supposedly
non-transferable adversarial prompt for SD2.1 (“A photo of
a cat 3T3t”) transfers to several other popular base models
(see Figure 10 in Appendix). Second, the target model Mt
can largely reduce the effectiveness of adversarial prompts by
applying protection strategies such as rephrasing, grammar
refinement, or lightweight adversarial training.

Finally, we experimented with using gibberish text as ad-
versarial prompts to fingerprint each base model, but found
that, even without applying grammar check, lightweight ad-
versarial training with random gibberish text already made
these prompts ineffective.
Potential solution 2: adapting model integrity check to
model provenance. Recent work [96] considers model
integrity verification. It determines whether a model has been
modified by comparing its output distribution to that of the
original model across a set of prompts, aiming to find those
that reveal differences. One might consider extending this
approach to our problem by verifying Mt against each base
model. However, this can at best verify that Mt deviates from
some base models, but cannot reliably identify the true source.

To verify this, we followed the algorithm of the original
paper [96] to verify a fine-tuned SD2.1 model against five
popular base models (SD2.1, SDXL, DeepFloyd, Hunyan, and
FLUX). It showed that the fine-tuned SD2.1 is identical to
DeepFloyd, but deviates from the four other models.

4 Our Proposed Design

The above discussion motivates a deeper examination on the
problem of model provenance. At its core, model provenance
relies on two factors: 1) the fundamental differences among
high-quality, pre-trained base models, and 2) the inherent
similarity between a base model and its fine-tuned versions.
Key observations. Our design is motivated by two key
observations on these factors. First, training a high-quality
generative model from scratch is resource-intensive. This pro-
cess must construct a high-dimensional visual-textual feature
space from the ground up, a space reflects every aspect (and
choice) of the training pipeline, including the dataset, model
architecture, learning rate, data ordering, optimization dynam-
ics, and more. The learned feature space is a distinct and
highly individualized representation, effectively encoding the
unique fingerprint of each state-of-the-art base model.

Second, fine-tuning a base model does not reconstruct this
space from scratch, but applies small, targeted adjustments to
the existing feature structure in response to a limited amount
of new data. Much of the original feature geometry remains in-
tact. Therefore, fine-tuned models inevitably retain significant
portions of their base model’s feature space.
Model provenance by comparing feature spaces. These
observations suggest that a practical model provenance system

should leverage both the diverse feature spaces of base models
and the similarity between fine-tuned models and their bases.

The key challenge, however, is “how to compare these fea-
ture spaces across models with only black-box access?” This
is difficult for two reasons. First, accurately characterizing a
model’s feature space is difficult. Existing feature attribution
methods, such as saliency maps, SHAP [56], and LIME [68],
are designed for classifiers that produce deterministic outputs
for each input. In contrast, text-to-image generative models
handle long, complex prompts, resulting in a highly intri-
cate prompt-to-image mapping. Second, with only black-box
access, investigators cannot control the random seeds used
during generation, making the output stochastic even when
the exact same prompt is used.
Our proposal: prompt-specific model distance. To ad-
dress these challenges, we propose to compare models by
probing them with detailed, well-supported, natural prompts,
allowing us to sample and compare regions of their feature
spaces using their output distributions.

Specifically, given a test prompt p, we query the base mod-
els and the target model k times, producing k images per
model. For each model, the stochastic distribution of its k im-
ages represents a sampled region of its feature space defined
by p, a well-trained area that captures the model’s unique
characteristics. These regions are expected to differ meaning-
fully across different base models while remaining largely
unaffected by subsequent fine-tuning. As such, we can per-
form model provenance on a target model Mt by computing
the prompt-specific distance between Mt and each of the
candidate base models ({Mi}M

i=1). The base model with the
smallest distance to Mt is the base model of Mt .

Our proposed solution is not arbitrary. It is grounded in
a theoretical analysis of model feature spaces and directly
addresses the challenges outlined above. This analysis, pre-
sented next, provides the intuition to formalize the provenance
problem as one of comparing prompt-specific output distribu-
tions and guides the selection of effective test prompts.

4.1 Theoretical Insight
Our analysis assumes perfectly trained diffusion models, i.e.,
those solving the corresponding probability-flow ordinary
differential equations [43]. This assumption is idealized. Thus
our analytical conclusions are intended to build intuition for
designing model provenance in practice and to offer insight
on how model distance varies with test prompts, rather than
to provide a rigorous analysis of real-world model behavior.

Our analysis measures the distance between two distribu-
tions using the Jensen-Shannon divergence [51], due to its
advantage of being symmetric and bounded below by 0. We
define the distance between two distributions DA and DB by
J(DA,DB) where J(.) is the Jensen-Shannon divergence.
Comparing diffusion models via output distributions.
The behavior of a perfectly trained diffusion model is de-



fined by its input distribution (i.e., training data and process).
Thus one can compute the difference between two perfectly
trained models as the distance between their input distribu-
tions. Next, Theorem 1 further shows that such difference can
be measured by comparing their output distributions.

Theorem 1. Consider two perfectly trained text-to-image
diffusion models MA and MB and a prompt p, let I (M.|p)
be the input distribution of M. conditioned on prompt p and
O(M.|p) be the output distribution of M. when prompted with
p, then J(I (MA|p),I (MB|p)) = J(O(MA|p),O(MB|p)).

This theorem shows that even with black-box access, we can
effectively compute the distance between two models by com-
paring their prompt-specific output distributions, i.e.,

Dist(MA,MB|p)≜ J(O(MA|p),O(MB|p)) (1)

The proof for Theorem 1 is in Appendix A.1.
Impact of test prompt p. The following corollary shows
that test prompt choice p plays a crucial role in model com-
parison. For effective comparison, the input distribution con-
ditioned on p should have low variance, as this enables clear
and measurable separation between models.

Corollary 1. Given a prompt p, the prompt-specific distance
between two base models Dist(MA,MB|p) decreases with the
variance of I (MA|p) and I (MB|p).

This result suggests that natural, detailed prompts are well-
suited for measuring prompt-specific distances between mod-
els. Natural prompts are non-adversarial with well-defined in-
put distributions, while detailed prompts help reduce variance
in these distributions, thereby minimizing randomness (due to
random seeds) in the sampled feature regions reflected by the
generated outputs. Proof for Corollary 1 is in Appendix A.2.
Identifying provenance of fine-tuned models. Theorem 2
shows that a fine-tuned model has negligible distance to its
original base model while having noticeable distance to a
different base model. Therefore, we can successfully attribute
a fine-tuned model to its base by comparing its distance to
candidate base models.

Theorem 2. Consider two base models MA and MB and a
fine-tuned model M F

A from MA. Using a test prompt p not in
the fine-tuning dataset of M F

A , we have

Dist(MAF ,MA|p)≈ 0 (2)

Dist(MAF ,MB|p)≈ Dist(MA,MB|p)≫ 0 (3)

This assumes p is not part of the fine-tuning data of M F
A ,

a reasonable assumption given the limited size of the fine-
tuning dataset. In practice, one can minimize potential error by
using multiple provenance test prompts and applying majority
vote. Proof for Theorem 2 is in Appendix A.3.

Summary of findings. The above analysis shows that with
black-box access, an investigator can effectively compare text-
to-image generative models by querying them with detailed,
natural prompts and analyzing their prompt-specific output
distributions as defined in eq. (1). A fine-tuned model exhibits
a low distance from its own base model but a noticeable
distance from a different base model. These form the basis of
our model provenance system.

It is worth noting that the provenance system can draw test
prompts randomly from a very rich pool of detailed, generic,
natural text inputs. This flexibility makes provenance tests
stealthy and hard to distinguish from normal user queries.

5 Implementing a Provenance System

In this section, we describe a practical implementation of a
model provenance system. We begin with a system overview,
followed by a discussion of key components facing practi-
cal challenges: (1) generating detailed, natural prompts for
provenance testing, (2) computing model distance, and (3)
handling scenarios where the target model Mt’s base model
is not present in the investigator’s model pool.

5.1 Overview

The provenance system operates on a pool of m known base
models, {M1, ...,Mm}, with black-box query access to each.
The system consists of three sequential components:

1. Build test prompts (§5.2) – Given a pool of base models,
the investigator constructs a set of prompts for provenance
tests. These are detailed, natural prompts that are well-
supported by all the base models {M1, ...,Mm}.

2. Compute model distance using generated images (§5.3) –
Given a test prompt p, the system queries1 the target model
Mt and each candidate base model with p for k times, pro-
ducing k images per model. The system applies a generic,
high-performing feature extractor (e.g., S2-CLIP [74]) on
each model’s k output images to produce their visual em-
beddings. Next, the system uses these visual embeddings
to compute Mt ’s distance to each base model. To make this
computation tractable, we first apply distance-preserving
dimension reduction and then compute the Jensen-Shannon
divergence values on the projected embeddings.

3. Identify the provenance of Mt (§5.4) – If the base model
of Mt is in the pool, the system will label the model with
the smallest distance to Mt as its base. To handle scenarios
where Mt’s base model is not in the pool, our system first
applies a z-test [16] to determine whether Mt is a distinct
base model outside the pool (i.e., NULL) or a fine-tuned
version of a base model in the pool.

1The actual query cost reduces to k if the prompt p has been used in prior
provenance tests (i.e., reusing the saved m · k images for the base models).
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Figure 2: Samples of generated images by querying 8 base models using a detailed prompt about cake (top) and sofa (bottom).

Constructing the base model pool. The provenance sys-
tem assumes all base models in the pool are high quality,
trained from scratch with documented training processes, and
excludes models with unknown or undocumented provenance.

We further enforce this requirement by detecting and re-
moving strongly correlated base models from the pool. Specif-
ically, we compute an initial NULL threshold Tnull using all
candidate base models and identify pairs with distance signif-
icantly smaller than Tnull . Such models are either fine-tuned
variants of one another or share substantial overlap in train-
ing data. For each cluster of highly correlated models, we
retain one representative model in the pool. For example, this
method confirmed that SD2.0 and SD2.1 are strongly cor-
related, thus we included SD2.1 in the pool but not SD2.0.
Overall, this process produces a pool of distinguishable, un-
correlated base models.

Next, we discuss the individual components in detail.

5.2 Curating Provenance Test Prompts

Our analysis (§4.1) shows that an effective test prompt
p should be detailed, natural text prompts that are well-
supported by all base models in the pool. This allows the sys-
tem to sample a well-defined, well-trained feature region per
model and use them to separate base models. Also, fine-tuning
with limited data is unlikely to change most of these well-
trained regions, ensuring similarity between a base model and
its fine-tuned versions. This requirement rules out both rare
and adversarial prompts that target “under-trained” regions of
a model and thus are sensitive to fine-tuning.
Automated test prompt generation. We apply a system-
atic process to generate test prompts that reference common
objects with specific details. First, we randomly select an ob-
ject from LAION-Aesthetic’s frequency list, which contains
23K+ candidate objects ranging from highly popular objects
to less common objects. We then query GPT-4 with “generate
a photo of [object].” As noted in its technical report [5],
GPT-4 “upsamples” short captions into detailed descriptions,
adding background, composition, setting, and context. The
upsampled prompt becomes a test prompt. Note that this is
the common method for generating prompts, making the test
prompts indistinguishable from common user queries.

Here is a sample prompt on “sofa”: “A modern,
stylish gray fabric sofa with soft fabric
texture, clean lines, low armrests, three large
seat cushions and three back cushions. Neatly
arranged mustard yellow and navy throw pillows.
Set in a bright, cozy living room with cream
rug, light wood coffee table, large sunlit
windows in back, and a leafy green plant beside
the sofa.” Additional examples are in Appendix.

For the test prompts on “cake” and “sofa,” Figure 2 shows
the sample images generated by the eight base models consid-
ered by our study. All the base models produce high-quality
images matching the detailed descriptions.
Selecting test prompts. For both robustness and stealthi-
ness, the system curates a set of detailed prompts and tests
them on all base models in the pool to ensure each will gener-
ate intended, high-quality images. To provenance-test a target
model, one or more prompts are randomly selected from the
pool, and tested on the target model to confirm its suitability. If
the model produces inconsistent visual content or low-quality
images, an alternative prompt is selected from the pool.
Ineffectiveness of simple/short prompts. We empiri-
cally verified that simple, short prompts such as “a photo
of sofa” fail to differentiate base models and correlate a base
model to its fine-tuned versions (see §6.4). This is because
short prompts produce diverse outputs (e.g., with diverse
color/background/context), whose distribution is broad and
hard to estimate using sampling.

5.3 Computing Model Distance
Given a test prompt p, the system queries each model k
times, producing (m+ 1) sets of k images, where m is the
number of candidate base models. To compute the dis-
tance between two models, defined by Dist(MA,MB|p) =
J (O(MA|p),O(MB|p)), we first represent each model’s k im-
ages using a stochastic distribution O(M |p), then compute
the Jensen-Shannon divergence between these distributions.
Converting images to feature distributions. To make
the computation tractable, we first apply a high-performing,
generic feature extractor to convert each image into a fea-
ture embedding. Our current implementation leverages the



recently released S2-CLIP [74] feature extractor. S2-CLIP
advances CLIP [67] by incorporating multi-scale feature ag-
gregation. Compared to CLIP and other embedding meth-
ods [14, 15], it can better capture both global structures and
fine-grained details. Also, S2-CLIP preserves distributional
geometry across scales, making it well-suited for our task.
For reference, Table 5 in Appendix lists the model distance
measured via CLIP and S2-CLIP across models. While both
producing the correct provenance conclusion, S2-CLIP fur-
ther increases the separation between the actual base model
and the next best candidate.

Since computing Jensen-Shannon divergence among these
embedding sets is still costly, we further reduce them into
a lower dimension space using Isomap [85], an advanced,
distance-preserving dimension reduction algorithm. Isomap
outperforms alternatives such as t-SNE and PCA in our tests.
Figure 3 plots a high-level flow of our distance computation
module, for a pool of 2 base models and a target model.

Choosing Isomap dimension d. For Isomap dimension
reduction, we need to select the target dimension d. Smaller
values of d reduce computational cost but can compromise
provenance precision due to higher reconstruction loss and
reduced model separation. We empirically evaluate the impact
of d through reconstruction loss and observe that the loss
plateaus when d > 10. When d = 10, our provenance system
can effectively separate the 8 major base models considered
in our work. Thus we set d = 10 for all of our experiments.

We note that as the pool of base models expands, the
provenance system can scale by increasing d or employing a
stronger feature encoder. Eventually, the system will reach its
capacity limits, where more structured or hierarchical designs
will be required. We leave this to future work.

Choosing k. The parameter k defines the number of images
generated by a model MA per test prompt p, where these k
images are used to estimate O(MA|p). This is where having
a natural, detailed prompt is beneficial, i.e. they constrain
the sampled feature region, limiting variance in the feature
representations of images generated by a single model.

Based on sampling theory, k directly affects the quality of
O(MA|p) estimation, with convergence rate approximately
1/
√

k, and common practice suggests k ≥ 30 for distribution
estimation. We conducted an ablation study on k and found
that while smaller values like k = 30 can already correctly
identify model provenance, they provide lower confidence, i.e.
producing smaller separation margins between the true base
model and the next closest candidate. Figure 12 in Appendix
shows, for different k values, the distances from a fine-tuned
SD2.1 model to its true base model and the next closest can-
didate. Both distance values stabilize at k increases to 100.
Thus we choose k = 100 for our experiments.

For scenarios where repeating the same query for k times
is a concern for detectability, the investigator can distribute k
queries across time, accounts, and IP addresses.

Text-to-image models

A beautifully decorated cake ...... 

The cake is multi-layered ......

3. Compute Jensen–Shannon 

    divergence 

Base ModelBase Model Target Model

2. Extract features and 

reduce dimension

1. Generate images with 

         detailed prompt

Figure 3: Overview of our model distance computation.

5.4 Provenance via Hypothesis Testing
Using our prompt-specific distance metric, we need to build a
mechanism that identifies if a target model Mt is trained from
scratch, or fine-tuned from a base model. For fine-tuned mod-
els, we want to identify the base model it was fine-tuned on.
Intuitively, if Mt was trained independently or fine-tuned from
an unknown source (not in the pool), its distance to all the
candidate bases should ideally be large. Prior work has shown
that such group pattern can be detected using z-test [16], a
statistical approach to determine how large the distances need
to be to suggest this NULL hypothesis. Therefore, our prove-
nance decision includes two steps: first we apply z-test [16] to
systematically verify whether the NULL provenance is true
or not, and if not, we move to the second step of identifying
the parent model from the candidate pool.
Step 1: Detect null provenance via z-test. Given a target
model Mt , m base models {M1, ...,Mm} and a test prompt p,
the system sets Mt ’s provenance to NULL if

min
i=1..m

Dist(Mt ,Mi|p)≥ Tnull(p) = µp + τ ·σp (4)

where τ is a parameter, µp = 2
m(m−1) ∑i ̸= j Dist(Mi,M j|p), and

σp =
√

2
m(m−1) ∑i̸= j(Dist(Mi,M j)−µp)2. The formulation of

eq. (4) follows directly from the z-test process [16].

It is important to note that the NULL threshold Tnull(p) is
prompt-specific and pool-specific, because both σp and µp
depend on p and the distances among the base models in
the pool. On the other hand, once the model pool is given,
Tnull(p) can be pre-computed for each p. Finally, the parame-
ter τ affects the false positive rate of the NULL decision. In
theory, under the assumption that m is sufficiently large and
Dist(Mt ,Mi|p) values are i.i.d., τ =−1.64 yields a 5% false
positive rate. In this case, Tnull(p) = µp −1.64σp.
Step 2: Determine the base model of Mt . If the NULL
provenance is not true, i.e., one or more Dist(Mt ,Mi|p) are
below Tnull(p), we identify the base model as the one with
the lowest distance to the target model:

Provenance(Mt |p) = argmin
i

Dist(Mt ,Mi | p)



6 Experimental Evaluation

We now evaluate our model provenance system using empir-
ical experiments. We configure our experiments to study its
feasibility, accuracy and robustness.

• Effectiveness of the model distance metric: Using a de-
tailed natural prompt and limited queries, can our model
distance metric effectively separate distinct base models?

• Provenance accuracy: Can our system accurately locate
the base model of a fine-tuned model, or detect a train-from-
scratch model? Does it outperform baseline designs?

• Dependency on prompts: Does the choice of the test
prompt largely affect the provenance performance?

Later in §7 we discuss potential countermeasures where the
malicious trainer modifies its fine-tuning to evade detection
or cause provenance errors. In§8 we test our system on in-the-
wild models, both fine-tuned and trained-from-scratch.

6.1 Experimental Setup
Base models. We consider eight popular base models, cover-
ing different architectures (latent vs. pixel vs. DiT), developed
by various institutes across multiple countries. With the excep-
tion of SD2.1, all models are trained on proprietary datasets
with little public information.

• SD2.1 [80] is a latent diffusion model [69] using a U-Net
backbone built by StabilityAI. It is trained on LAION-5B.

• DeepFloyd IF [2] is a pixel-based diffusion model from
StabilityAI that generates images by first generating
smaller images and then upscaling them.

• SDXL [65] is a larger and improved U-Net based latent
diffusion model from StabilityAI. SDXL is 3x larger than
SD2.1 in size and trained on a different dataset.

• Kolors [84] is a bilingual latent diffusion model from
Kuaishou Technology, a big tech company based in China.
It focuses on rendering the text encoder to better understand
both English and Chinese prompts.

• PixArt-Σ [18] is a diffusion transformer model (DiT)
trained by Huawei based in China. It proposes a new atten-
tion layer architecture to enable 4k image generation.

• Hunyuan-DiT [50] is a DiT model from Tencent based in
China. It combines two large text encoders to enable more
diverse, accurate and bilingual prompt understanding.

• FLUX [8] is a latent diffusion model from Black Forest
Labs based in Germany, trained with a DiT architecture. It
uses self-attention for denoising instead of convolutions.

• Sana [93] is a latent DiT from Nvidia that uses linear
diffusion transformers to achieve faster generation.

To our best knowledge, all eight base models are trained inde-
pendently. They come from six different organizations, often
direct competitors, and spread across three countries. Notably,
even models from the same company like StabilityAI show

major differences: SD2.1 and SDXL employ latent diffusion
while DeepFloyd IF is pixel-based; SDXL is 3x larger than
SD2.1, and trained on a different dataset, as documented in
their technical reports [2, 65, 80]. Note that some base mod-
els share training data. For example, SD2.1, DeepFloyd, and
Kolors all included LAION-5B.
Fine-tuning setup. We use two datasets for fine-tuning.

• LAION-Aesthetic [72]: The LAION dataset consists of
image-text pairs scraped from the Internet between 2014
and 2021, using web archives (CommonCrawl). LAION-
Aesthetic is a subset of LAION and contains over 1.2 billion
image-text pairs with high aesthetic scores according to a
CLIP model. It is used to train SD2.1 [80].

• Photo-Concept-Bucket (PCB) [66]: This is a high-quality,
more recent public dataset from Pexels.com, a curated
photo-sharing platform. PCB has minimal overlap with
LAION-Aesthetic because Pexels.com blocks Common-
Crawl scrapers and its data is collected much more recently.
We generate the captions for each image using a generic
image captioner (LLAVA [52]).

We follow prior work [45] to fine-tune models. To simulate
diverse fine-tuning scenarios, we create fine-tuning sets of
varying sizes (100k–500k) and coverage, while also varying
training parameters like the number of epochs. Details of
the fine-tuning parameters are provided in the Appendix A.5.
We focus on fine-tuning two base models, SD2.1 and FLUX,
chosen for their distinct architectures and verified, accessi-
ble fine-tuning code. Our in-the-wild tests cover more base
models (see §8). To ensure fine-tuning preserves generation
quality, we evaluate all models using the CLIP Aesthetic
score [89]. FLUX achieves an average score of 36.64, with its
fine-tuned versions maintaining a comparable score of 36.63.
For SD2.1, the average score improves from 27.85 to 31.20
after fine-tuning, indicating enhanced image quality.
Our provenance system. We follow the design in §5.2 to
produce detailed, natural prompts on common objects, such
as “sofa”, “cake”, “bassinet”. The prompt on “sofa” is listed
in §5.2, while others are in Appendix. These test prompts
are all well-supported by the eight base models, and lead to a
consistent conclusion on provenance performance. By default,
we will report the result for using the sofa prompt. We list the
results of five different prompts in §6.5.

For each provenance test on a target model, we query the
model using the same test prompt p for k = 100 times, pro-
ducing 100 images per model. These queries all follow the
standard image generation setting defined by each model.
Computation cost. Our provenance system is computa-
tionally light. Using an NVIDIA A100 GPU, generating 100
images on a base model takes between 5 minutes (SD2.1) to
45 minutes (FLUX). The feature extraction process for 100
images takes 3 seconds on the GPU while computing Mt’s
distance to each base model takes 2 minutes on a CPU.



Evaluation metrics. For each test prompt, we repeat the
provenance test 30 times, and report the mean and standard
deviation of the model distance values across the 30 instances.
We also study the provenance result across the 30 instances,
and find that they are consistently accurate, i.e., 100% accu-
racy and 0% in standard deviation.

6.2 Effectiveness of Model Distance Metric
We first verify a core assumption of our provenance system:
our prompt-specific model distance metric can reliably sepa-
rate the base models in the pool. Using our default test prompt
(on “sofa”) as an example, we plot in Figure 4 the pairwise
distance between base models in the pool. Note that our dis-
tance metric is symmetric, and Dist(Mi,Mi) = 0. All model
pairs show high distance values, ranging from 2.74 to 10.93.

Interestingly, the relative distances among these base mod-
els appear to correlate with the high-level methodologies and
design choices for developing these models. SD2.1 and SDXL
are the closest (2.74), likely due to their architecture sim-
ilarities. Despite architectural differences (DiT vs. latent),
Hunyuan-DiT and SDXL share the same image decoder,
which may explain their relatively short distance (3.68). On
the other hand, models like PixArt-Σ, FLUX and Sana, ex-
hibit much larger distances from others, due to significant
differences in architecture and/or training objectives.

6.3 Provenance Accuracy
To evaluate whether our system can accurately attribute a
target model to its base, we examine a diverse set of fine-
tuning setups across five scenarios. Later in §8, we also tested
six models found online.
Scenario 1. Fine-tuned on original training distribution.
We first consider fine-tuning using the same distribution of
the base model. Here we fine-tune SD2.1 using a subset of
LAION-Aesthetic, the original training distribution of SD2.1.
The last column of Table 1 (SD2.1 with 100K LAION) lists
the distance between the fine-tuned model and each of the
eight base models, in terms of the mean ± standard deviation
over 30 runs. The distance between the fine-tuned SD2.1 and
SD2.1 is 0.5, nearly 5× smaller than the next closest model
(SDXL). Our system consistently identifies it as a fine-tuned
version of SD2.1, for each of the 30 runs.
Scenario 2. Fine-tuned on new data distribution. We fine-
tune SD2.1 and FLUX on PCB [66], a concept-rich dataset
with minimal overlap with LAION [72]. Table 1 shows the
model distances for both fine-tuned models (with 100k PCB
data). Again, both fine-tuned models are extremely close
to their base model (the average distance < 0.5) but well-
separated from other bases (the average distance ≥ 3.18).
Scenario 3: Varying fine-tuning parameters. We evaluate
the impact of fine-tuning parameters including dataset size,
number of training epochs, and learning rate. We find that

Figure 4: Our proposed model distance metric can reliably
separate the eight base models. Each cell (i, j)’s value is
the distance between model i and j, or Dist(Mi,M j). And
Dist(Mi,Mi) = 0, using a detailed natural prompt on “sofa.”

Base Model
Fine-tuned Models

SD2.1 with
100K PCB

FLUX with
100K PCB

SD2.1 with
100K LAION

SD2.1 0.42 ± 0.09 (4.54±0.68) 0.50 ± 0.09
DeepFloyd 3.68±0.64 7.14±1.34 3.66±0.57

SDXL 3.34±0.57 7.31±1.19 (2.40±0.38)
Kolors 4.13±0.44 9.28±1.72 3.47±0.55

PixArt-Σ 6.25±1.09 11.07±2.20 8.51±1.32
Hunyuan (3.18±0.59) 5.37±1.18 3.22±0.58

FLUX 4.15±0.68 0.37 ± 0.08 3.87±0.75
Sana 6.18±0.85 9.87±1.72 5.75±0.84

Table 1: Model distance between fine-tuned models and the
candidate base models (using a detailed prompt on sofa). We
mark the smallest distance by bold, and the second smallest
by ( ). Our system correctly identifies the base model for all
three fine-tuned models.

varying the number of epochs (1-8) and varying fine-tuning
data size (100k-500k) produce minimum impact on the model
distances. Our experiments also cover cases of fine-tuning
multiple times, either by using the same data (i.e., increasing
the training epochs) or adding 100k new data in each round.
As shown in Figure 5a (SD2.1) and Figure 5b (FLUX), the
fine-tuned models form a tight cluster around their base model.
Finally, when lowering the learning rate from 1e−4 down to
1e−5 and 1e−6, the distance between the fine-tuned model
and its base becomes even smaller.

Together, these results highlight the robustness of our prove-
nance system to variations introduced during model fine-
tuning. We list the detailed results in Table 4 in Appendix.
Scenario 4: LoRA-based fine-tuning. Compared to full-
parameter fine-tuning, lightweight adaptations like LoRA
make smaller modifications to a model’s feature space, mak-
ing them easier to identify using our system. We trained SD2.1
LoRAs using the default configuration from HuggingFace,
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(a) Distances between SD2.1 and its fine-tuned versions << those between
SD2.1 and other 7 base models.
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(b) Distances between FLUX and its fine-tuned versions
<< those between FLUX and other 7 base models.

Figure 5: Our provenance system is robust against variations in hyperparameter used for fine-tuning. These models are fine-tuned
on PCB, with varying size (100k-500k) and training epochs (4 or 8). The resulting fine-tune models form a tight cluster around
their base models, i.e., their distance to the base model, SD2.1 in (a) and FLUX in (b), remains close to 0.

producing four style mimicry models trained on 20-30 art-
work per artist. As expected, our provenance system produced
accurate results on LoRAs. Later in §8, we tested two popular
LoRAs found online (a SDXL LoRA and a FLUX LoRA).
The result remains consistent.
Scenario 5: Trained-from-scratch models. We consider
the scenario where the target model is a distinct base model
(i.e., train-from-scratch) not covered by the pool, or a fine-
tuned version of it. For these models, our provenance system
should output “NULL.” For our test, we remove SD2.1 from
the model pool and make it the target model Mt . Using the
new pool of seven models (without SD2.1), the NULL thresh-
old is Tnull = 1.59. The minimum distance of SD2.1 to the
seven base models mini=1..7 Dist(Mt ,Mi|p) = 3.12 > Tnull ,
producing a “NULL” result. We repeat the test using fine-
tuned versions of SD2.1 and obtain the same “NULL” result.

6.4 Comparison to Baseline Designs

Our system made several key design choices: using detailed,
natural prompts, using S2-CLIP to extract features. We now
evaluate whether these choices outperform baseline methods.
FID-based measures. One might consider using FID scores
to compare model outputs under the same prompt. However,
while FID is widely used to assess generation quality, it proves
ineffective for provenance detection. It fails to distinguish be-
tween base models or link them to their fine-tuned versions.
This is because FID measures distributional distance in In-
ception feature space, which captures broad visual statistics
rather than the subtle, model-specific generation patterns that
persist through fine-tuning [40].
S2-CLIP vs. CLIP. While both capture semantic simi-
larities, S2-CLIP is better at capturing fine-grained distribu-
tional differences crucial for provenance detection. Table 5

in Appendix lists the model distance measured via CLIP and
S2-CLIP. While both producing the correct provenance con-
clusion, S2-CLIP increases the separation between the actual
base model and the next best candidate, i.e., 8× separation
margin compared to CLIP’s 5× margin.
Using simple text as test prompts. We empirically verified
that simple prompts (e.g., “photo of a sofa”) are unreli-
able for provenance tests, under FID, CLIP or S2-CLIP based
metrics. They produce images of high variation in color, back-
ground and style, making it hard to capture subtle, model-
specific details using limited queries (see Figure 11 in Ap-
pendix). In contrast, detailed prompts constrain outputs and
emphasize distinctive features learned by each model, provid-
ing key signals for provenance detection.

6.5 Impact of Test Prompt Choices

Our analysis (§4.1) suggest that detailed natural prompts
should offer strong provenance results. Thus a practical prove-
nance system can draw test prompts from a rich pool. Since
our design uses prompts about common objects, we examine
whether object choice impacts provenance results.

Intuitively, an object that appeared more frequently in the
model’s training data would lead to a stronger provenance re-
sult, because its corresponding feature region is well-defined.
Since SD2.1 is trained on LAION-Aesthetic, we select five
objects from LAION-Aesthetic with different ranks in fre-
quency: “sofa” (rank #109), “cake” (#158), “camp” (#663),
“blazer” (#1115), and “bassinet” (#10800). We use each to
create a detailed, natural prompt for provenance testing.

We set the target model Mt as a SD2.1 model fine-tuned
using 100k PCB. Table 2 lists model distances between Mt
and the base models, for each of the five prompts. All five
prompts lead to the same provenance outcome, correctly iden-
tifying SD2.1 as the base model. The fine-tuned model, when



Base Model
Fine-tuned SD2.1 with 100K PCB

Prompt on “sofa”
Ranked 109th

Prompt on “cake”
Ranked 158th

Prompt on “camp”
Ranked 663th

Prompt on “blazer”
Ranked 1,115th

Prompt on “bassinet”
Ranked 10,800th

SD2.1 0.42 ± 0.09 0.55± 0.13 0.50 ± 0.12 0.51 ± 0.19 0.42 ± 0.09
DeepFloyd 3.68±0.64 (3.67±0.57) (2.39±0.54) 3.53±0.57 1.87±0.39

SDXL 3.34±0.57 4.93±0.89 3.16±0.52 (2.59±0.39) (1.33±0.23)
Kolors 4.13±0.44 7.94±2.33 17.82±2.92 8.91±1.47 6.70±1.65

PixArt-Σ 6.25±1.09 13.76±3.18 5.80±1.12 10.46±2.52 6.95±1.64
Hunyuan (3.18±0.59) 8.57±2.23 6.06±1.07 10.69±2.46 2.77±0.29

FLUX 4.15±0.68 7.88±1.50 9.23±1.91 8.64±1.56 4.17±0.65
Sana 6.18±0.85 13.90±2.63 9.53±1.63 14.03±2.33 7.85±0.98

Table 2: Distance from the target model (a fine-tuned SD2.1 using PCB) to the eight base models, using test prompts crafted on
different objects. For each object, we also show its rank in terms of frequency in the LAION-Aesthetic dataset used to train the
SD2.1 base model. All five prompts produce the correct provenance result.

probed with different prompts, remains very close to its base
model (distance <0.5). The key difference among the five
prompts is that the distance gap to the next closest model
slowly decreases as the object becomes less “popular.” This
is particularly visible for “bassinet” (#10800), where the next
closest model (SDXL) is 1.33 from the target model, com-
pared to that of the base (0.42). This is expected – objects
less represented in the base model are more susceptible to
changes in their feature representation during fine-tuning.
Test prompt p overlapping with fine-tuning data. Another
interesting finding is on the prompt related to “cake”, because
“cake” is a popular object in the fine-tuning dataset (100k
PCB), with 288 samples. Yet our system reliably attributes
the fine-tuned model to its base, likely because limited fine-
tuning data fails to override original training distributions and
alter SD2.1’s feature space.

7 Countermeasures

In this section, we explore potential countermeasures that
model practitioners may employ to avoid successful model
provenance detection. Since the provenance system charac-
terizes each model by querying it using test prompts and ana-
lyzing the output distribution, knowledgeable adversaries can
potentially cause misrepresentation of models by exploiting
the provenance methodology, i.e. comparing output distribu-
tions, and/or specific knowledge of test prompts.

For methodology-based countermeasures, we consider two
potential directions:

• Modifying model internals, with enough impact such that
the model will be meaningfully different from its parent.
Thus its image distribution produced by our provenance
tests will associate it to a different base (see §7.1);

• Disrupting the provenance test process, such that the image
distribution produced by the model will appear sufficiently
different from the parent (see §7.2).

For knowledge-based countermeasures, targeting specific
test prompts is infeasible because our provenance test does

not rely on fixed prompts but draws prompts randomly from a
large pool of generic prompts, derived from more than 23,000
objects in LAION-Aesthetic. While theoretically an attacker
could fine-tune the model against the entire generic prompt
pool, doing so would require training costs comparable to, or
exceeding, training a model from scratch, while preserving
model utility. Thus run-time detection of provenance queries
is the only practical alternative, which we evaluate in §7.3.
Our findings. Among the evaluated countermeasures, only
post-inference image perturbation may produce a noticeable
impact on the measured model distances. However, even at
high perturbation budgets, which resulting in significant im-
age distortions, this method is still insufficient to mislead the
provenance system.

7.1 Modifying Model Internals
The most direct way to make a fine-tuned model look differ-
ent from its parent model, is to actually modify its feature
distributions so it becomes meaningfully different from that
of the parent. Recall that a key assumption of our work is
that fine-tuning is generally incapable of significantly altering
the feature space defined by the initial pre-training process.
The question remains, how can a model trainer meaningfully
change the model’s internal features without a significant and
costly training process.
Altering weights then fine-tune. Model trainers can di-
rectly alter model weights in an attempt to produce change in
the generated image distribution. Our tests show that simply
adding random gaussian noise has little impact on provenance
detection, but quickly degrades model performance. Instead,
we hypothesize that adding significant noise followed by ad-
ditional fine-tuning might produce a functional model that
evades detection.

Here, we add a wide range of gaussian noise (σ = 0.004 →
0.016) to the weights of a pretrained SD2.1 model and then
applying additional fine-tuning using 100k images. Results in
Figure 6 show that this countermeasure succeeds only after
gaussian noise σ ≥ 0.016. While this fine-tuned countermea-
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Figure 6: Adding gaussian noise to SD2.1
model weights before fine-tuning is inef-
fective below 0.016 at preventing success-
ful detection of model provenance (dis-
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Figure 8: Mixing perturbed images with
normal output images further degrades
the effectiveness of the countermeasure.
We use perturbed images with the highest
perturbation budget ε = 64

255 .

Figure 9: Examples of degraded image quality when a fine-
tuned version of SD2.1 is perturbed sufficiently to evade
provenance detection (prompt for “sofa,” σ = 0.016).

sure is better than adding raw noise alone, the resulting image
degradation is still very significant (see examples in Figure 9),
making the countermeasure infeasible in practice.
Other model weight modification methods. We note that
we have not explored more “targeted” methods to modify
model weights apart from randomized weight modifications.
For example, a trainer could try to make their model’s weights
more similar to another known base model. However, we are
not aware of any ways to achieve this without retraining the
model or significantly degrading model performance.

7.2 Tampering with Provenance Queries
If we do not modify the model itself, the alternative is to dis-
rupt the test queries from the provenance system so that they
produce an erroneous result. To disrupt these queries, a model
trainer has two options. They can either alter the prompts
from the provenance system before they are processed by the
model, or they can let the model process the correct query but
alter the resulting images. In the following experiments, we
consider both potential countermeasures:

• modifying the input text prompt before image generation
• performing adversarial perturbation attacks on generated

images to directly confuse the feature extractor used by the

provenance system.

Modifying input texts is ineffective. We first try inter-
cepting and modifying queries before they are answered by
the model. To preserve the semantic meaning of the query,
we rewrite queries by paraphrasing them with Llama3.1 [36].
Even when each query is paraphrased with the highest amount
of randomness (temperature = 1.0), the distance between a
fine-tuned SD2.1 model and pretrained SD2.1 using the de-
tailed sofa prompt only increases from 0.42 to 0.59, still well
below our null threshold of 2.82 for sofa. We conclude that
prompt paraphrasing is unable to impact provenance results.
Adversarially perturbing image outputs is ineffective.
Now we consider a scenario where the model trainer modifies
images before they are sent back to the provenance system.
We first considered a weak attack that adds Gaussian noise to
the image. Quick experiments confirm that it has no impact
on provenance detection. We then consider a stronger coun-
termeasure, which modifies images by adding noise specifi-
cally computed to disrupt the downstream feature extractor in
model provenance. Here, we assume a strong attacker (model
trainer) who knows that S2-CLIP will be used to calculate
features for provenance testing, and use it to compute noise
optimized to confuse the feature extractor. We discuss this
and other real-world constraints later in §7.3.

We design an untargeted adversarial attack with the goal
of scattering the distribution of image features in as many
random directions as possible. We implement this attack using
standard PGD with the goal of maximizing a shift in the
generated image’s features in S2-CLIP. We solve Eq. 5 for
each generated image before returning to the user, with the
generated image x, feature extractor F , optimized noise δ, and
perturbation budget ε.

max
δ

F(x+δ)−F(x) subject to ∥δ∥∞ ≤ ε (5)

We test this adversarial perturbation countermeasure using
a range of different perturbation budgets, and plot results for
the sofa prompt in Figure 7. For a fine-tuned SD2.1 model,
adding increasingly strong feature perturbations to images



still fail to push JS divergence values above the null-threshold.
Even at a very large ε = 64

255 perturbation budget, the model
can still be identified as a fine-tuned model. Other prompts
show similar results.

Despite its failure, this is by far the most promising coun-
termeasure approach we have found in our tests. Next, we
discuss some real world constraints that will significantly
impact this and similar countermeasures in practice.

7.3 Real World Considerations
Finally, we consider potential constraints in real world de-
ployment of countermeasures. We envision a scenario where
an investigator has online query (black-box) access to models
they are evaluating, and can issue queries over a period of
time. The challenge for the model trainer, is that they must
deploy any countermeasures carefully to minimize negative
impact on customer queries while ensuring they affect most
or all of the investigator’s queries.
Detecting provenance queries is difficult. Since model
provenance relies on generating image using the same prompt
multiple times, companies can try to detect repeat queries as
potential provenance queries. However, repeated queries using
the same prompt is a key component to the workflow of many
text-to-image users [21], with companies like Midjourney
even having developed explicit features to generate multiple
images for the same prompt [59]. In addition, an investigator
can make this more challenging by spreading provenance
queries for a model over time, over user accounts, and over
multiple IP addresses. Finally, recall that provenance queries
prefer popular concepts that have many training samples in the
parent model’s training dataset (§6.5). This means provenance
queries are likely to match popular prompts with high volumes
of benign user queries, making identifying them similar to
finding needles in a haystack.

A model trainer’s best chance of evading provenance detec-
tion is applying adversarial perturbations to images generated
by what they suspect might be provenance queries. The nega-
tive visual impact of perturbations means they will not be used
on all queries. In Figure 8, we show the impact on potency
of the countermeasure if only a portion of the provenance
queries are identified and altered. A model trainer would have
to catch all provenance queries to even come close to possibly
altering the result.

8 Model Provenance in the Wild

Finally, we assess the efficacy of our system on models in the
wild. We tested models with public (black-box) query access
and clear training documentation stating whether they were
trained from scratch or fine-tuned from a base model.
In-the-wild models. We looked for models in two popular
model hosting sites: HuggingFace [30] and CivitAI [23]. Our
goal was to find popular models with clear and definitive

documentation on their training methodology. We identified
the following six models for our tests.

• FFUSION [32]: One of the most popular CivitAI SD2.1
fine-tunes. It is fine-tuned on an unknown dataset for
24,000 steps (120 epochs). Assuming a high batch size
of 4096, we can deduce the fine-tuned dataset is ≈ 800k.

• Waifu-Diffusers [61]: A popular HuggingFace model fine-
tuned on SD2.1 using 110k anime-style images.

• bigASPv2 [62]: An SDXL derivative on CivitAI that was
fine-tuned on a dataset of 6.7 million photo realistic images,
over 19,531 steps (6 epochs), with batch size 2048 and
learning rate 1e-4.

• CiroN2022toyface [22]: A SDXL LoRA model that gen-
erates “toy face” style images.

• FluxSuperReaslismLoRA [82]: A FLUX LoRA model
fine-tuned with 55 images to generate extremely realistic,
photograph-like images.

• CogView3 [97]: A model trained from scratch using
LAION-2B and a small internal dataset, for a total of ≈
900,000 steps with a batch size up to 2048.

Similar to our previous experiments, we generate 100 ran-
dom images per model 30 times (trials), to compare against
our 8 base models. We use the detailed “cake” prompt.
In-the-wild provenance results. Results in Table 3
show that our provenance method correctly identifies
both FFUSION and Waifu-Diffusers as SD2.1 fine-tunes,
CiroN2022toyface as SDXL fine-tunes, and FluxSuper-
ReaslismLoRA as FLUX fine-tunes. In fact, their base model
is the only one below the null-threshold of 3.16, suggest-
ing a highly confident result. The results are slightly more
complicated for bigASPv2, where four base models show dis-
tance below the null-threshold. The results clearly identify
bigASPv2 as a fine-tuned model, and SDXL (the real parent
model) as the second best candidate.

For these five fine-tuned models, we observe that the key
difference between bigASPv2 and the others is the magnitude
of the fine-tuning that produced the models. Recall that the
premise behind our work is that fine-tuning operations are
limited in their ability to alter the feature space defined by a
model’s pretraining stage. The two LoRA models used very
limited data; FFUSION and Waifu-Diffusers were fine-tuned
on datasets with less than 1 million image/text pairs. This rela-
tively small fine-tuning dataset left much of the original SD2.1
feature space intact, making it easy to identify SD2.1 as the
only possible parent model. In contrast, bigASPv2 was fine-
tuned on a dataset more than 6x larger (6.7 million). This may
be the reason why our system is able to identify bigASPv2
as a fine-tuned model, but unable to clearly identify the sin-
gle parent model. We believe that large scale fine-tuning can
reshape enough of the feature space to make it resemble mul-
tiple base models, but not enough to make it as distinctive
as a model trained from scratch. Finally, we note that there



Base Models

In the Wild Models
FFUSION

(SD2.1)
Waifu-Diffusers

(SD2.1)
bigASPv2
(SDXL)

CiroN2022toyface
(SDXL LoRA)

FluxSuperReaslismLoRA
(FLUX LoRA)

CogView3
(from scratch)

SD2.1 0.63 ± 0.14 1.99 ± 0.63 4.80 ± 0.73 3.33 ± 0.56 5.11 ± 0.71 8.67 ± 1.49
DeepFloyd 5.78 ± 1.22 4.88 ± 1.53 3.10 ± 0.43 4.25 ± 0.96 6.73 ± 1.22 3.59 ± 0.72

SDXL 3.56 ± 0.54 6.58 ± 1.65 2.82 ± 0.49 0.69 ± 0.15 7.43 ± 1.26 6.50 ± 1.26
Kolors 8.41 ± 1.69 9.58 ± 3.87 3.52 ± 0.34 5.14 ± 0.95 9.41 ± 2.54 9.98 ± 2.79

PixArt-Σ 13.27 ± 2.96 9.40 ± 3.64 2.65 ± 0.57 8.94± 1.95 11.95 ± 2.07 4.92 ± 1.20
Hunyuan 7.72 ± 1.85 14.90 ± 4.88 3.53 ± 0.46 6.11 ± 1.29 5.64 ± 1.10 15.77 ± 3.07

FLUX 8.21 ± 1.35 11.73 ± 3.35 2.98 ± 0.50 9.18 ± 1.85 0.46 ± 0.09 10.18 ± 1.81
Sana 13.35 ± 3.04 15.12 ± 4.94 5.70 ± 0.71 7.85 ± 1.38 9.68 ± 2.64 7.24 ± 1.37

Table 3: Distance to base models, for five fine-tuned models and one train-from-scratch model using the cake prompt. Our
system correctly identifies FFUSION and Waifu-Diffusers as fine-tuned on SD2.1, CiroN2022toyface as SDXL fine-tunes,
FluxSuperReaslismLoRA as FLUX fine-tunes, and bigASPv2 as fine-tuned with candidates SDXL (real parent) and PixArt-Σ.
CogView3 is correctly flagged as trained from scratch, with all model distances above the NULL threshold.

are architectural relationships that may explain similar scores
between SDXL, PixArt-Σ, FLUX, and DeepFloyd2.

Finally, CogView3 is a model that is documented to be
trained from scratch [97]. Its distance to all of our base models
exceed the null-threshold, confirming that our method can also
identify if models are actually trained from scratch.

9 Conclusion
Today, text-to-image models lack transparency, with no re-
liable way to verify training claims. As the AI ecosystem
evolves, key stakeholders are in dire need of mechanisms to
test and validate claims of model training methodology. Our
work provides a first step towards addressing this need, by
introducing a black-box approach for estimating feature space
similarity between diffusion models using only their image
output. We demonstrate that our system performs well across
diverse training setups, against countermeasures, and through
in-the-wild experiments on publicly deployed models.

In ongoing work, we plan to study and quantify the differ-
ent levels of impact on our distance metrics from advanced
(and stronger) fine-tuning techniques, and use those results to
refine and improve our distance estimation techniques. With
improved sensitivity, we hypothesize that it might be possible
to reliably distinguish the impact of specific commonalities
between models, i.e. shared architectural components or sub-
sets of overlapping training data. We also hope to extend our
approach to other generative model architectures.
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Ethical Considerations

In this work, we developed a practical tool to enable third
parties to determine a model’s provenance using only black-
box query access. In regulatory and legal settings, our tool
is designed to identify potential false claims and assist early-
stage investigations. While results can inform and justify
subsequent legal requests, such as access to model weights,
training data or training logs, they are not meant to serve as
definitive proof on their own. We hope this makes forward
progress in addressing a gap in transparency that has limited
efforts to regulate today’s generative AI systems.

Our research may expose undisclosed training practices
potentially leading to reputational harm if models are found to
be fine-tuned from controversial base models without proper
acknowledgement. However, our work also provides valuable
tools for companies to verify their own model provenance and
ensure transparency in their training practices. Furthermore,
better transparency about model origins helps users make
more informed decisions when using AI tools, especially in
light of rising concerns regarding ethical training pipelines
and potential biases inherited from base models.

While our tool is designed for investigative purposes, we ac-
knowledge potential adversarial use. One concern is whether
the provenance result of a model could facilitate adversarial
attacks against it. For example, when an attacker determines
that a target model Mt was fine-tuned from a known base
model, they may directly apply or adapt adversarial examples
or vulnerabilities known to the base model to attack Mt . On
the other hand, the attack transferability from the base model
to its fine-tuned versions is uncertain. Understanding how
model provenance outcomes affect adversarial transferability
is an important direction for future work.

Finally, model provenance tracking requires querying mod-
els to collect samples of model generation behavior. We en-



sure that our evaluation does not violate any terms of service
or usage policies.

Open Science

We have made all the artifacts necessary for evaluating our
contributions publicly available. We release complete imple-
mentation of our provenance system including image genera-
tion, model distance computation and statistical testing. Code
is available at: https://zenodo.org/records/17870201.
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A Appendix

A.1 Proof of Theorem 1
We provide the proof for Theorem 1 that justifies our choice
of measuring distance between models from their outputs.

Proof. Given two models MA and MB, to show that
J(I (MA|p),I (MB|p)) = J(O(MA|p),O(MB|p)), it is essen-
tial to show I (M∗|p) = O(M∗|p) for MA and MB. Without
loss of generality, we demonstrate the result for MA and the
conclusions apply to MB under the same assumptions.

We assume that MA is a perfectly trained diffusion model
and its training data distribution on prompt p follows the
Gaussian distribution N(µ,σ2).

At run-time, given prompt p and a noise seed ε sampled
from N(0,1), MA will generate an output defined by σ · ε+µ.
This result directly follows Theorem 3.1 in [43]. The proof
in [43] shows that for a perfectly-trained diffusion model, the
diffusion process is the same as the Monge optimal transport
map between N(0,1) and N(µ,σ2).

Therefore, under our assumptions, I (MA|p) = O(MA|p)
for the perfectly-trained diffusion model MA. Similarly, for
a perfectly-trained MB, the output distribution is the same as
the input distribution, I (MB|p) = O(MB|p). Therefore, we
prove that J(I (MA|p),I (MB|p)) = J(O(MA|p),O(MB|p)).

A.2 Proof of Corollary 1
We prove the corollary that the distance between two base
models decreases with the variance of their input distributions.

Proof. We follow the assumptions that two base models MA
and MB are perfectly trained diffusion models. In addition,
the input distributions of the models given prompt p are Gaus-
sian. We assume that I (MA|p) and I (MB|p) have the same
variance σ2. Specifically, I (MA|p) has Gaussian distribution
N(µA,σ

2) and I (MB|p) has Gaussian distribution N(µB,σ
2).

By Equation 1, the distance between MA and MB is
measured from the Jensen-Shannon divergence between
their output distributions O(MA|p) and O(MB|p) using
prompt p. By Theorem 1, we have J(I (MA|p),I (MB|p)) =
J(O(MA|p),O(MB|p)). Therefore, we will prove that
J(I (MA|p),I (MB|p)) decreases with σ.

The Jensen-Shannon divergence between two Gaussian
distributions N(µA,σ

2
A) and N(µB,σ

2
B) is approximated by :

1
2

(
µ2

A

2σ2
A
+

µ2
B

2σ2
B
− µ2

∗
σ2
∗
+ log2

σ2
A +σ2

B
2σAσB

)
(6)

where σ2
∗ =

2σ2
Aσ2

B
σ2

A+σ2
B

and µ∗ = σ2
∗(

µA
2σ2

A
+ µB

2σ2
B
). Equation 6 is a

direct application of Corollary 10 from [33].
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Applying Equation 6 to the distributions of I (MA|p) and
I (MB|p), we have

J(I (MA|p),I (MB|p)) =
(µA −µB)

2

8σ2 (7)

Therefore, the distance between MA and MB is (µA−µB)
2

8σ2
which decreases with the variance σ2.

A.3 Proof of Theorem 2
We now provide proof for Theorem 2 that demonstrates effec-
tiveness of our model provenance method.

Proof. To quantify the distance between two models
Dist(M F

A ,M∗|p), we leverage Theorem 1 and Equation 1 to
quantify the divergence between models’ input distributions
J(I (M F

A |p),I (M∗|p)).
We assume that two base models, MA and MB, gener-

ate outputs when given prompt p from Gaussian distribu-
tion N(µA,σ

2
A) and N(µB,σ

2
B) respectively. Two base mod-

els are separable under prompt p and their distance satisfies
Dist(MA,MB|p) ≫ 0 because their input distributions are
very difference, i.e., J(I (MA|p),I (MB|p))≫ 0.

Let M F
A be a fine-tuned model from MA and the fine-tuning

data is much smaller in size compared to the original training
data of MA. As M F

A is fine-tuned on MA, its training data con-
sists of training data of MA and the fine-tuning data. Suppose
the fine-tuning data of p has Gaussian distribution N(µF ,σ

2
F),

then the overall training data of p for M F
A has Gaussian mix-

ture distribution (1−w) ·N(µA,σA)+w ·N(µF ,σF) for some
w ∈ [0,1]. Clearly, w = 0 if the semantic space of p is not af-
fected by the fine-tuning. Therefore, the probability of w = 0
is the portion of the semantic space that is affected by the
fine-tuning. Because the fine-tuning data is much smaller in
size compared to the training data of MA, very little of the
semantic space is modified by the fine-tuning, thus we assume
the weight coefficient w = 0 with a very high probability, for
most test prompts. Since the provenance system selects multi-
ple semantically unrelated test prompts and applies majority
vote to minimize the impact of fine-tuning, we hereby assume
w → 0 for each test prompt p.

With w → 0, we can simplify the Gaussian mixture distribu-
tion through moment matching. We assume the overall train-
ing distribution of M F

A can be simplified by a single Gaussian
distribution with mean µF ′ = (1−w) ·µA+w ·µF and variance
σ2

F ′ = (1−w) · (µ2
A+σ2

A)+w · (µ2
F +σ2

F)− ((1−w) ·µA+w ·
µF)

2. This approximation is the best as of Kullback-Leibler
divergence in the exponential family of distributions [6].

We can now compute the distance between models us-
ing the Jensen-Shannon Divergence J. As w → 0, we have
limw→0 µF ′ = µA and limw→0 σ2

F ′ =σ2
A. Therefore, the prompt-

specific model distance between Mt and MA satisfies

lim
w→0

J(I (M F
A |p),I (MA|p)) = 0.

On the other hand, the distance between M F
A and MB is

lim
w→0

J(I (M F
A |p),I (MB|p)) = J(I (MA|p),I (MB|p))

Thus we have Dist(M F
A ,MA|p)≈ 0 and Dist(MAF ,MB|p)≈

Dist(MA,MB|p)≫ 0.
Therefore, by comparing the model distances, we can ef-

fectively attribute the fine-tuned model M F
A to its base MA

using our provenance method.

A.4 Detailed prompts
We list some samples of the provenance test prompts.

• “Bassinet”: A realistic photo of a baby bassinet placed in
a cozy nursery. The bassinet is made of light wood and has
soft white bedding and a sheer canopy. The nursery features
warm lighting, a plush rug, pastel-colored walls, and gentle
decorations like stuffed animals and framed baby artwork.
The scene is clean, serene, and welcoming.

• “Cake”: A beautifully decorated cake placed on a table.
The cake is multi-layered with intricate floral designs in
pastel colors like pink, blue, and white. It has elegant frost-
ing details and is surrounded by soft lighting for an inviting
look. The table is set with a few matching plates and uten-
sils, giving a warm and festive atmosphere.

• “Camp”: Peaceful forest camp in daylight. A dome tent sits
on grassy clearing, surrounded by tall pine trees. Stone fire
ring with small fire and log seats in front. Camping gear
and a lantern beside the tent. Sunlight filters through trees,
casting warm dappled shadows. A dirt trail leads into the
forest. Cozy, quiet, natural outdoor setting.

• “Blazer”: A stylish modern gray blazer displayed on a
neutral mannequin in a well-lit studio. The blazer features
clean, sharp tailoring, textured high-quality fabric, and a
minimalist, elegant design. Soft, even lighting highlights
its structure and craftsmanship. A simple background with
gentle shadows draws attention to the garment’s details,
keeping the focus on the blazer.

A.5 Fine-tuning Setup
For fine-tuning SD2.1, we use the default learning rate of
1e−4 to vary the dataset size (100k - 500k images) and the
number of fine-tuning epochs. We also tested two learning
rates (1e−5 and 1e−6) on 300k images. To fine-tune FLUX,
we use a recommended learning rate of 1e−6 [1,95], as higher
learning rates (e.g., 1e−4) produce poor image quality. This
1e−6 setting ensures a stable and visually clean output.



SD2.1

Hunyuan

“A photo of a cat” “A photo of a cat 3T3t”

Figure 10: Although it was intended only for SD2.1, the ad-
versarial prompt (’3T3t’) [38] causes a similar foreign artifact
in Hunyuan, making it ineffective for our problem setting.

SD2.1 Hunyuan Kolors

Figure 11: Samples of images generated from short, sim-
ple prompts (“photo of a cake”) show large variations in
shape, color, background, and details, making provenance de-
tection harder. Using detailed prompts, as in Figure 2, gives
more consistent outputs that better reveal model-specific char-
acteristics.
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Figure 12: Impact of sampling parameter k on provenance
performance. We measure the distance from a fine-tuned
SD2.1 model (using 100K PCB) to all base models. The
distance to its true base (SD2.1) decreases and converges with
k, but remains much lower than the distance to the next closest
base model. At k = 100, the system achieves stable separation
with high confidence.

Model Model Distance
from SD2.1

Ft-SD2.1-100k 0.42±0.09
Ft-SD2.1-200k 0.62±0.13
Ft-SD2.1-300k 0.45±0.09
Ft-SD2.1-400k 0.38±0.09
Ft-SD2.1-500k 0.53±0.13
Ft-SD2.1-300k-4epoch 0.40±0.07
Ft-SD2.1-300k-8epoch 0.36±0.06
Ft-SD2.1-300k-1e-5 0.38±0.07
Ft-SD2.1-300k-1e-6 0.33±0.05
DeepFloyd 3.11±0.41
SDXL 2.74±0.43
Kolors 3.47±0.44
Pixart-Σ 7.03±1.04
Hunyuan-DiT 3.16±0.50
FLUX 4.22±0.72
Sana 5.95±0.86

Table 4: Model distance from SD2.1 to fine-tuned variants of
SD2.1 using the PCB dataset and to other base models, using
the detailed prompt on “sofa.”

Base Model SD2.1 with 100K PCB (“sofa”)
S2-CLIP CLIP

SD2.1 0.42 ± 0.09 0.76 ± 0.12
DeepFloyd 3.68±0.64 4.95±0.87

SDXL 3.34±0.57 5.71±1.14
Kolors 4.13±0.44 11.66±2.48

PixArt-Σ 6.25±1.09 7.14±1.50
Hunyuan (3.18±0.59) 5.79±0.91

FLUX 4.15±0.68 (3.93±0.51)
Sana 6.18±0.85 11.88±2.36

Table 5: Comparison of model distances measured using S2-
CLIP and CLIP for provenance detection. S2-CLIP achieves
a larger separation between the true base model and the next
closest candidate, improving detection reliability. We mark
the smallest distance by bold, and the second smallest by ( ).
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